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OVERVIEW

Illicit tobacco has been a perennial problem in 
Malaysia, but it is only relatively recently that the 
alarm bells have been sounded.

In our report published last year, titled "Illicit Tobac-
co in the Asia-Paci�c Region: Causes and Solutions", 
we highlighted the concerns surrounding the illicit 
tobacco situation in Malaysia, causing an already 
�nancially constrained Federal Government to lose 
billions in tax revenue. In 2018, it was estimated that 
Putrajaya lost out on RM5.1 billion in tax revenue.  

This report will take a closer examination of the 
situation in Malaysia, what the authorities are 
doing, and the recommendations moving forward. 

On top of revenue concerns, there are also worries 
that the prevalence of illicit tobacco in Malaysia, 
which is around 50% cheaper than legal tobacco, 
will have severe health impacts. Already, the wide-
spread availability of illicit tobacco has been cited 
as one of the reasons for the country's increasing 
youth smoking rates. 

Illicit tobacco is so prevalent that Oxford Economics 
research indicates that 59% of cigarettes in Malaysia 
in 2018 were illegal, making Malaysia the No.1 
country in the world for illicit tobacco. This was reaf-
�rmed by the Illicit Cigarette Study that was carried 
out in December 2020.  

From a regional perspective, Malaysia has been 
identi�ed as one of the lead vectors in the spread of 
the illicit trade along with China, Vietnam, Indone-
sia and Singapore. This happens not just within a 
country but through cross-border smuggling. 

The illicit tobacco trade has devastating impacts on 
the legal supply chain, including manufacturers, 
suppliers, wholesalers, distributors and retailers. On 
top of the heavy �nancial losses, manufacturers also 
su�er long-term damage to their brands, as well as 
research and development (R&D) e�orts. This situa-
tion disincentives legal businesses from doing busi-
ness in Malaysia and diminishes the country's 
attractiveness as an investment destination.

As a consequence, the potential contributions to 
Malaysia's gross domestic product, employment 
and tax revenues are at risk.  
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BUDGET 2021 MEASURES

While the Federal Government has always taken a stand against the 
illicit tobacco trade, measures to tackle the issue have always been 
seen as insu�cient, particularly where enforcement and the preven-
tion of smuggling are concerned. 

However, in 2020, the Federal Government showed its commitment 
and resolve to address the illicit tobacco problem when it announced 
several key measures to address the situation as part of its Budget 
2021.
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These measures were welcomed by industry players, and it did not take long for 
them to produce results. For example, the most recent edition of the Illicit Cigarette 
Study, released in July 2021, showed the incidence of illegal cigarettes dropped from 
63.8% in 2020 to 57.9% after the �rst �ve months of 2021. This was the �rst time 
since 2015 that the incidence of illicit cigarettes had dropped.

These measures include:

i) Strengthening the Multi-Agency Task Force on illicit tobacco smuggling through 
the participation of the Malaysian Anti-Corruption Commission and the National 
Anti-Financial Crime Centre.

ii) Freezing the issuance of new import licenses for cigarettes.

iii) Reviewing import licenses for cigarettes and imposition of import quotas.

iv) Limiting the transshipment of cigarettes to selected ports.

v) Imposing a tax on the importation of cigarettes with drawback facilities for 
re-export.

vi) Banning the transshipment and re-export of cigarettes by small boats. The 
transshipment and re-export of cigarettes can only be done in containers that 
meet International Organization for Standardization (ISO) speci�cations.

vii) Making cigarettes and tobacco products taxable in all duty-free Islands and 
free zones where the retail sale of duty-free cigarettes is allowed.



ILLEGAL CIGARETTES
INCIDENCE AT THE 
NATIONAL LEVEL:
Overall decline of 5.9ppt vs 2020

Budget 2021 measures are working as illegal 
cigarettes incidence in Malaysia is now at 57.9% 
compared to 63.8% in 2020 (before Budget 2021 
measures)
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ILLEGAL CIGARETTES INCIDENCE BY STATES
4 States recording an increase vs. Apr 2021

TOP 10 ILLEGAL CIGARETTES BRANDS
They account for approximately 78% of illegal cigarettes volume
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Source: Illicit Cigarette Study (ICS) in Malaysia, May 2021 Report.
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THE CHANGING TACTICS OF
CRIMINAL SYNDICATES

1 Illicit cigarettes are loaded 
onto cargo vessels from source
countries.

Cargo vessels hover in
international waters, waiting for
‘clearance’. 2
The illicit cigarettes are then
loaded onto smaller vessels and 
move into Malaysian waters.3
Speed boats collect the illicit
cigarettes from the vessels
and land on the coast.4

The illicit cigarettes are loaded 
onto waiting bonded trucks/MPVs 
to be transferred to cloaked 
storage points
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Total seizures of illicit cigarettes along the coast
FY 2020 - 40 million cigarettes seized 
Q1 2021 - 84 million cigarettes seized 

2

Source country
(Eg. Vietnam)

Source country
(Eg. Indonesia)
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Given the e�ectiveness of the Budget 2021 measures to tackle the illicit tobacco trade, it 
was only a matter of time that the criminal syndicates would change their tactics to 
ensure the continuity of their operations in order to cater to the strong demand for cheap 
illicit tobacco. 

For one, the syndicates which used to smuggle illegal cigarettes via container ships and 
dock at big ports have switched to unloading from large cargo vessels that sail from 
source countries onto small speed boats or �shing vessels which would then drop them 
o� at private jetties and landing spots throughout the country's vast coast. 

From there, lorries and vans will transport the illegal cigarettes to undisclosed
warehouses or staging points for distribution. 
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Fortunately, the authorities have been aggressive in their monitoring and enforce-
ment e�orts. For example, throughout the whole of 2020, authorities seized rough-
ly 40 million illegal cigarettes, but in the �rst quarter of 2021 alone, some 84 million 
illegal cigarettes were seized from anti-smuggling operations in coastal areas.

In addition, the high frequency of raids at warehouses and homes, especially during 
the nationwide lockdown, clearly re�ect that the syndicates have upgraded their 
logistics. Turning swiftlet houses, commercial shop lots and homes into warehouses 
to store their products. 

The change in the syndicates' operations to get around the Budget 2021 measures 
has also forced the illicit tobacco syndicates to make adjustments where price and 
costs are concerned. 

Based on information gathered, illegal tobacco syndicates have increased their 
pro�t margins to mitigate the loss of volume from smuggling in large quantities 
through transshipment abuses at big ports to smaller but more frequent  batches of 
contraband via coastal smuggling routes.



Illicit operators have increased their
margin to migitate volume loss

Increased inbound logistics complexity as
a result of Budget 2021  restrictions and 

increased enforcement at coastal 
smuggling routes

In market logistics cost driven by increased
enforcement & Covid-19 disruptions

(e.g. MCO)

Increased in margin at retail to mitigate the
unreliable supply of stocks as a result of

logistic disruptions

ESTIMATED ILLICIT VALUE CHAIN
It must be stressed that the smuggling of illegal cigarettes is highly organised. Malaysian law 
enforcement agencies have uncovered several kingpins in the business, known as "Ben" and 
"Jimmy". The authorities have also learned of their organisational structure and modus 
operandi.  The kingpins' operations are harmful to the economy, and their criminal activities 
and corrupt practices are a major threat to society.

Illicit operator margin Cost to land in MY

Illicit operator margin

RM 2.5Pre-Budget 2021
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Current
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Transit
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Retail MarginWarehousing & Distribution
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Transportation
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Warehousing Distribution

Distribution
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Moving forward, RTBA is proposing the 
following recommendations:

1) Extend moratorium on excise duties – 
The Budget 2021 measures are showing 
positive results in addressing illicit tobacco 
trade and led to the narrowing of the price 
gap between legal and illegal tobacco. In 
addition, given the current scenario where 
many are facing �nancial di�culties 
because of COVID-19, we recommend the 
Federal Government maintain the current 
excise duties for legal cigarettes to ensure 
the stability of the legal tobacco market. 
Any increase in excise duties would reverse 
the impact of Budget 2021 measures. More 
importantly the e�ort put in by law enforce-
ment agencies to address the illicit tobacco 
trade will be in vain as any increase in excise 
duties will fuel the growth of the black 
market.   E�ort to ensure the continued 
decline of the illicit tobacco trade must be 
enhanced. 

2) Excise reforms to close the price gap - 
Despite the fact that the retail price for 
illegal cigarettes has increased from RM6 to 
RM9, this is still much cheaper than a pack 
of legal cigarettes, especially for 
cash-strapped consumers. The government 
should look into reducing the price gap 
between legal cigarettes and illegal ciga-
rettes through a review of regulations and 
taxes. The high minimum selling price for 
legal cigarettes has failed to discourage 
people from smoking and only pushed 
them towards cheaper alternatives of which 
the content and production of illegal ciga-
rettes are unregulated, posing a greater risk 
to public health.

3) Enhance enforcement - On top of ensur-
ing the e�ective enforcement against illicit 
tobacco smuggling and continuing Budget 
2021 measures, we recommend that 
enforcement be ramped up, especially in 
coastal areas that are now a major gateway 
for smugglers. 

There is no doubt that Budget 2021 measures have been e�ective in curbing the smuggling 
of illicit tobacco, but the e�ectiveness of these measures will be short-lived if further initia-
tives are not taken to strengthen anti-smuggling e�orts. Syndicates have already changed 
their tactics to circumvent the government's measures to tackle smuggling, so the authori-
ties and the various stakeholders must now build on the foundations of the Budget 2021 
measures.

The new administration must continue the previous government's commitment and e�orts 
to stamp out smuggling. Therefore, it is heartening that the new administration, in a 
pre-Budget 2022 brie�ng, spoke of its commitment to addressing the issue of revenue leak-
ages stemming from the smuggling of high-duty goods like cigarettes.

RECOMMENDATIONS
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Additional resources should be strategically 
placed along Malaysian waters to expand 
surveillance and detection capabilities. In 
addition, law enforcement agencies should 
increase the pressure on the illicit tobacco 
supply chain and storage facilities through 
focused enforcement actions. One area 
authorities can focus is on the owners and 
landlords of the storage facilities used for 
illegal activities. The premise owners should 
be made aware of the consequences of 
renting their properties to these syndicates 
to store illicit cigarettes. Action should also 
be taken against the property owners and 
landlords for being complicit in the smug-
gling of illicit tobacco. It is also hoped that 
the multi-agency task force can set up a 
special unit to track and take down known 
kingpins like "Ben" and "Jimmy"  dismantle 
their operations. 

4) The use of all available laws - We are of 
the stand that all available laws and their 
provisions should be used by the authori-
ties against kingpins like "Ben" and "Jimmy" 
behind smuggling syndicates as this will 
not only ensure an end to their operations 
but act as a deterrent against anyone 
involved in smuggling, regardless if they are 
at the top of the business or a foot soldier. 
Laws such as Anti-Money Laundering, 
Anti-Terrorism Financing and Proceeds of 
Unlawful Activities Act 2001 (AMLA), Pre-
vention of Crime Act 1959 (POCA) and Secu-
rity O�ences (Special Measures) Act 2012 
(SOSMA) which have been proven useful 
against other criminals in Malaysia should 
be allowed to be used against illicit tobacco 
smuggling that fuels other criminal activi-
ties. The laws will provide greater power 
that will ease the challenge by law enforce-
ment agencies in obtaining evidence 
against the kingpins.

In conclusion, a multi-pronged approach 
is required to tackle the illicit tobacco 
problem in Malaysia. It is vital that the 
authorities and the relevant stakeholders 
take the necessary measures to curb the 
illicit tobacco trade in the country, from 
smuggling activities to the strong 
demand for cheap illicit tobacco. This will 
ensure that the government does not 
su�er further loss of tax revenue to the 
black economy which could otherwise be 
channelled to supporting the people 
during the challenging post-COVID-19 
era. Moreover, in the longer term, ridding 
the country of the illicit tobacco trade will 
have positive impacts on the larger econ-
omy and public health. 
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Former State Police Chief of Sarawak, Datuk Dr Yusoff Nook. 

"Policymakers must set aside their 
political differences and take advantage 
of the reconvening of Parliament to
support the use of SOSMA, AMLA and 
even Prevention of Crime Act 1959 
(POCA) to get rid of these kingpins."

"Budget 2021 measures are working to a 
certain extent. The government must be 
steadfast in implementing them strin-
gently as some quarters are pushing for 
a relaxation of selected controls, espe-
cially those related to transshipment. 
There is no reason to relax the controls 
on transshipment."

Datuk Seri Akhbar Satar, founder and president of the Association of Certified
Fraud Examiners' (ACFE) Malaysian chapter. 

"The price difference between illegal and
legal cigarettes must also be addressed
effectively as this is one of the key
factors in the consistent smuggling
activities."
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